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Sometimes to 

better understand 

the forest

You need to look 

at the trees.
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• Developed in the early ‘90’s

• Defines communication between master 

stations, RTUs, and other intelligent 

electronic devices (IEDs)

• Dominant utility SCADA protocol in 

North America and other parts of the 

world. 

• Increasingly SCADA master stations and 

RTUs using TCP/IP
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Intelligent End Devices 

have gotten a bit smarter.
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“DNP3 has two main advantages. First, it supports unsolicited responses, 

so a DNP3 field device (or outstation) can actively send messages when a 

specific event occurs. Second, it supports the timestamp feature, so data 

can be tracked regardless of the frequency of polling. Because of these 

advantages, DNP3 is very popular in telemetry systems and a significant 

number of field devices and control equipment are already utilizing it.

When a project deployment is underway, the system integrator must overcome 

several challenges. First, there are multiple requirements for either bridging 

serial-based DNP3 to Ethernet-based DNP3, or cross-converting DNP3 

protocols to other protocols such as Modbus. Second, when embedded 

computers are used for serial-to-Ethernet commissioning, engineers have to 

spend a lot of time on protocol conversion as opposed to system 

automation, which is the main task that engineers have been hired to perform. 

Last, as the majority of engineers who work on these deployments are not 

familiar with the protocols that are used to solve communication issues, the 

deployment will typically take longer and therefore incur increased operational 

costs.

From a DNP3 vendor web site
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“In DNP3, the data model is “flat”. Each data point is simply 

numbered and there is no indication within the protocol itself of 

how one point relates to another.”

DNP3 is relatively dumb
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A solar and energy 

storage data model 

and open APIs
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Together…Shaping the Future of Electricity


