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OpenADR Fundamentals

� Demand Response message exchange 
protocol

� Messages contain the when, who, and 
how much of a DR Event

� Two actors…

� VTNs (utilities/aggregators) send events

� VENs receive events, act upon them, and provide 
telemetry data
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Simple EiEvent

• “A” profile is 
targeted at 
limited 
resource 
devices and 
simple DR 
applications

• “B” profile is 
targeted at 
robust devices 
and 
sophisticated 
DR applications

OpenADR Fundamentals



Services Usage Scenario

VTN
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VEN
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VEN registers with VTN

VTN/VEN exchange reporting capabilities

VTN sends event to VEN

VEN opts In to Event 

VTN requests periodic report from VEN

VEN delivers report to VTN

VTN sends another event to VEN



OpenADR Requirements

� OpenADR requirements are defined in the  
OpenADR Schema and Profile Specification

� The Schema describes the payload structure

� The Profile Specification defines sequence of 
payload exchanges and the business rules

� "A" and "B" profiles have separate 
specifications and schemas



Profile Specification

� Conformance rules in the Profile 
Specification define behavior rules such as…

47

An event with an overall duration of 0 indicates an event 

with no defined end time and will remain active until 

explicitly cancelled.

65

When an event containing a randomization value in the 

startafter element is cancelled, either explicitly or 

implicitly, the VEN MUST randomize its termination of the 

event. The randomization window should be between 0 

and a duration equal to the value specified in startafter.



Features

� Services

� Event, Report, Opt, Registration

� Transports

� HTTP, XMPP

� Security

� RSA, ECC, X.509 Certs, XML Signatures

� Exchange Model

� Push and Pull



A and B Profiles

� Interoperability

� VTNs must support all features and functions

� VENs have some limited optionality

� Backwards Compatibility

� VTNs must concurrently communicate with both 
"A" and "B" profile VENs

� VTNs must upgrade to latest profile version to 
maintain certification



Optional Feature Support
B

VTN

B

VEN

B

VEN
Report

A

VEN

Services EiEvent - Simple M M NA M

EiEvent – Full M M NA NA

EiOpt M M NA NA

EiRegistraton M M M NA

EiReport M M M NA

Security RSA and ECC  Ciphers M One(1) One(1) One(1)

XML Signatures O O O NA

Transport SimpleHTTP Only NA NA NA M

XMPP and  SimpleHTTP M One(1) One(1) NA

Exchange Model Pull  - SimpleHTTP M M M M

Push - SimpleHTTP M O O O

Profile B support for A profile M NA NA NA

(1) Must support at least one , but can support both.                                                      O=Optional    M=Mandatory



PICS and 
Test Specification

� PICS

� Listing of all testable requirements

� Manufacturer declares conformance prior to 
certification

� Test Specification

� A set of tests that validates all of the testable 
requirements defined in the PICS 

� Positive tests including limited boundary testing

� Negative tests focused on graceful error handling

� Security and Transport Tests



Typical VEN Test Case



Test Harness

� Implementation of the test cases defined 
in the Test Specification

� Used for certification and available 
Pre-certification test tool

� Each test case validates…

� Payloads validate against the OpenADR Schema

� Correct message interaction pattern

� OpenADR Conformance rules are followed

� The intent of the test case is achieved



Test Harness



Certification Process
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Other Resources

� www.openadr.org

� Schema and profiles specifications (public)

� Certification documentation package

� Join working groups, email reflectors

� Implementation guides (reporting, certs)

� DR Program Guide

� Pre-Certification Test Harness



Other Resources

� www.sourceforge.com

� EPRI VTN

� EPRI VEN

� EPRI VEN C++ Library

� www.githib.com

� EnerNOC "A" Profile VEN and VTN (only useful for 
XMPP implementation details)



Other Resources

� www.qualitylogic.com

� OpenADR Developer Workshop

� OpenADR Developer Support

� OpenADR VTN in the Cloud

� Pre-Certification Test Harness

� www.universal-devices.com

� Off the shelf certified VEN



Questions?


